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**This document is provided by the Downtown Evening Soup Kitchen and can be used as long as the acknowledgement below is visible in the footer or somewhere else in your document
“Policy developed by Downtown Evening Soup Kitchen”

Policy:		Data Privacy & Security
Pertains to:	All staff
Effective Date:	
Written by:	Steve Werlin
Revised Date:	N/A
Revised by:	N/A	


1. Purpose

To protect the confidentiality of the data, reduce security risks, and to ensure data integrity whether during data entry, storage and review or any other processing function. Data gathered is for certain information about individuals related to Downtown Evening Soup Kitchen such as: guests (service users), volunteers, business contacts, employees, interns, donors, and others that the agency has a relationship with or may need to contact.

2. Policy

Personal data on guests and donors is periodically and voluntarily collected for predesignated uses. Staff, interns, and volunteer data collection occurs as required by the course of law and details will not be shared publicly. Accumulated personal data is reviewed periodically, handled and stored to meet data protection standards as outline in the Data Privacy Law and Information, Connecticut General Statues 743dd.

This data protection policy ensures DESK will:
· Comply with data protection law and follow good practice
· Protects the rights of staff, volunteers, interns and guests
· Is open about how it stores and processes individuals’ data 
· Protects itself from the risks of a data breach 

The scope of this policy applies to: 
· All work sites and projects of DESK
· All staff and volunteers of DESK
· All contractors, suppliers and other people working on behalf of DESK. 

It applies to all data DESK holds and collects relating to identifiable individuals. DESK utilizes the following principles for all collected data which will:
1. Be processed fairly and lawfully. 
2. Be obtained only for specific, lawful purposes. 
3. Be adequate, relevant and not excessive. 
4. Be accurate and kept up to date. 
5. Not be held for any longer than necessary. 
6. Processed in accordance with the rights of data subjects. 
7. Be protected in appropriate ways.

Each person that handles personal data must ensure that it is handled and processed in line with this policy and data protection expectations. 


3. Procedures
During the course of business, DESK will collect, handle and store personal information. It may collect the following: 

· Names of individuals; 
· Postal addresses; 
· Email addresses; 
· Telephone numbers; and 
· Any other information relating to individuals

For general staff guidelines, the only people able to access data covered by this policy should be those who need it for their work. Data should not be shared informally. When access to confidential information is required, employees should request it from their supervisors. DESK will provide training to all employees to help them understand their responsibilities when handling data. Employees should keep all data secure, by taking sensible precautions.

When data is stored electronically, it must be protected from unauthorized access, accidental deletion and malicious hacking attempts: Data should be protected by strong passwords that are changed regularly and never shared between employees. Data should only be stored on designated drives and servers, and should only be uploaded to an approved cloud computing services. Data should be backed up frequently. Those backups should be tested regularly. Data should never be saved directly to laptops or other mobile devices like tablets or smart phones. All servers and computers containing data should be protected by approved security software and a firewall. Personal data is of no value to DESK unless the business can make use of it. However, it is when personal data is accessed and used that it can be at the greatest risk of loss, corruption or theft: 

· When working with personal data, employees should ensure the screens of their computers are always locked when left unattended. 
· Personal data should not be shared informally. It should never be sent by email, as this form of communication is not secure. 
· Data must be encrypted before being transferred electronically. 
· Employees should not save copies of personal data to their own computers. Always access and update the central copy of any data.

[bookmark: _heading=h.gjdgxs]Everyone who works for or with DESK has some responsibility for ensuring collected data is handled appropriately. Specific responsibilities in key areas are: 

The Leadership Team will keep the Board updates about data protection responsibilities, risks and issues and review all data protection procedures and related policies, in line with an agreed schedule.

The HMIS Data Coordinator is responsible for arranging data protection training regarding guest data input, removal, and destruction. The HMIS Data Coordinator will ensure all systems, services and equipment used for storing data meet acceptable security standards. The HMIS Data Coordinator will perform regular checks and scans to ensure security hardware and software is functioning properly.

The Human Resources Coordinator will handle data protection questions regarding staff covered by this policy and deal with requests from individuals for employee subject access requests.
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