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Policy:		End User Information Security
Pertains to:	All staff
Effective Date:	
Written by:	Steve Werlin
Revised Date:	N/A
Revised by:	N/A


1. Purpose

To establish community sharing for standards and guidelines that protect against accidental or intentional damage or loss of data, interruption of business, or the compromise of sensitive data that correlates with DESK’s role-based access control. 

2. Policy

[bookmark: _heading=h.gjdgxs]Users are responsible for protecting the information resources to which they have access. Their responsibilities cover both computerized and non-computerized information and information technology devices (paper, reports, recordings, computers, removable storage media, printers, phones, etc.) that they use or possess. Users must follow the information security practices set by the Data Privacy Law and Information, Connecticut General Statues 743dd, as well as any additional departmental or other applicable information security practices. Additionally, based on granted access, designated resources and tasks should be utilized to protect sensitive, personal data.

3. Procedures

Information Storage:
Sensitive information must be kept in a place that provides a high level of protection against unauthorized access. Encryption consistent with Downtown Evening Soup Kitchen (DESK) expectations is required for sensitive information stored electronically on all computers, and special care should be taken when electing to store sensitive information on any portable devices that are vulnerable to theft or loss.
Distribution and Transmission of Information:
Sensitive information that is transmitted electronically, transported physically, or spoken in conversation must be appropriately protected from unauthorized interception.
For electronic information, appropriate encryption is required for all sensitive information, especially if that information is transmitted over public networks. Information Services Providers are responsible for employing appropriate encryption when transmitting electronic information; users must avail themselves of these services.
Destruction and Disposal of Information and Devices:
Sensitive information must be disposed of in such manner as to ensure it cannot be retrieved and recovered by unauthorized persons. Physical documents containing sensitive information must be shredded prior to disposal.
When donating, selling, transferring, or disposing of computers or removable media, care must be taken to ensure that sensitive data is rendered unreadable. For example, if used computers are donated or sold, all information stored on machines must be thoroughly erased. It is insufficient to “delete” the information, as it may remain on the medium. Software that rewrites random data on the medium (preferably several times) must be used. Alternatively, the medium may be physically or electromagnetically destroyed.
Passwords:
Access to computers, software applications and electronic information is frequently password controlled. Users are responsible for creating and protecting passwords that grant them access to resources. Passwords cannot be shared, displayed in plain view, or stored in computers.
Passwords used to access systems governed by state, federal, or industry regulations that specify password length, complexity, and longevity must meet those requirements. Although different systems may have unique password requirements, passwords should be at least 6 characters long and include a combination of letters, numbers, and symbols. Passwords should not contain names or permutations of personal data such as social security numbers, dates of birth, etc. Default passwords must be changed on a user’s first login. Generally, passwords must be changed every 365 days. However, it is recommended that passwords be changed at least every 90 days.
Computer Security:
Users must take steps to protect their desktop, laptop, and mobile devices from compromise either by external individuals or members of the DESK community. Users must utilize secure operating systems and software and modify default installation passwords and configurations to minimize vulnerabilities. It is the user’s responsibility to ensure that security patches are promptly installed on their laptop, desktop and/or mobile devices. Users must cooperate with and avail themselves of any DESK provided support for and/or review of these activities if needed.
Remote Access: 
Many personal computer operating systems can be configured to allow access across the Internet and other networks. Users must ensure their systems are configured to prevent unauthorized access.
Log Off:
Users must log off of applications, computers and networks when finished. If computers are located in secure locations, users may not leave without locking office doors, regardless of the time they anticipate being away. The use of boot or start-up passwords is required where unauthorized users may have physical access to computers. Users should activate their auto-off monitor function or login from sleep function, which requires a password to reactivate.



Virus and Malicious Code Protection:
Users must ensure that their personal computers employ mechanisms that protect against viruses and other forms of malicious code which may be distributed through email or the web. Users must have anti-virus software loaded on any device used to access the DESK’s network from off-site. To ensure that virus protection remains effective, individuals must install new versions as they become available.
Because no anti-virus software is effective against all viruses, users must exercise caution when opening email or downloading files from the Internet. User should not open unexpected or suspicious attachments and should configure word processing, spreadsheet, and other applications to require user confirmation before macros, scripts, or other executable enclosures are opened. Confirmation should be granted only if the source of the file is known or trusted.
If a virus is detected, it must be immediately and completely eradicated before email or files of any sort are sent to other users. After contamination is eliminated, individuals who may have been sent infected files must be informed by telephone or other non-electronic means. All potentially infected files, including those stored on network servers and backup media must also be examined for infestation and treated accordingly.
Backups:
Backups and record retention must comply with the DESK’s records retention policy. Information stored on personal computers and not easily replaced must be copied to removable media to protect from loss.  Backup copies should be made regularly and maintained in a different physical location to protect against loss from natural disaster, fire or theft. Care should be taken to store media under environmentally appropriate, secure conditions and should be periodically refreshed
Incident Handling and Reporting:
Users must report suspected compromises of information resources, including contamination by computer viruses, to their managers. Incidents must be reported on the same business day users become aware of the compromise.
External Database Interactions:
Users uploading or downloading data on DESK’s behalf, should register their business email address (@deskct.org) with the service provider and direct all communications regarding this data accordingly. When appropriate staff and interns should register DESK with the external database provider. The DESK department manager must be given a clear description of the user’s role, designation and access level into the external database. Every effort should be made to secure monthly reports of the data entered regarding DESK clients. DESK users of external databases will provide proof of training to their supervisor before the initial data entry begins.
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